Partial Image Encryption and Decryption Methods
for Real Time Applications
ABSTRACT:
Information security plays a very important role in the field of communication and data
storage. Image encryption is one of the ways for information security. The use of image
and video communication has increased dramatically in recent years. Moreover it is
becoming increasingly important to securely transmit data in limited bandwidth.
Encryption and decryption produce bottlenecks (narrow congested area) in real time
secure image and video communication. Many approaches have been used or proposed to
provide security for information disseminated over the networks. These include
encryption, authentication, and digital signatures. For video, the method has been adopted
to protect unwanted interception and viewing of any video while in transmission over the
networks.
The fully layered technique (whole content is first compressed) is the traditional
image and video content protection scheme using various typical keys (DES, AES, IDEA,
etc.). The typical encryption algorithms are inadequate because exact specific
characteristics of this kind of data (high-transmission rate with limited bandwidth). The
protection of an image and Video content in modern inclination is identified as Partial
image encryption. Image encryption processing, which is vital to the economy and the
quality of life of people and is increasingly affected by the pre-dominantly digital world
today. Communication networks are essential to share the information. Thus these
systems are increasingly requiring higher levels of security control to allow access to
information to authorized personnel only. It is suggested that partial image encryption
approach is an inexpensive and simple encryption method. The variety of security
systems can be used for image transmission in the partial image encryption method.
Partial encryption may make real time secure communication feasible because it can be
easily be implemented and it is computationally simple. The goal of partial encryption of
a bit stream is to make the entire stream somehow useless for anyone that who cannot
decrypt the ciphered subset. The main goal of partial encryption is to reduce the amount

of data to encrypt while achieving a required level of security. The important feature in
partial encryption is to make the protected part as small as possible. Encryption can be
done in two ways, the first is by pixel position scrambling and second is by pixel value
manipulation, for better image encryption use both approaches. Partial image encryption
algorithm used to reduce the quantity of data to encrypt while achieving a satisfactory
and low-cost protection.
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